This paper traces the use of identification techniques throughout the ages and focuses on the growing importance of citizen identification by governments. The paper uses a historical approach beginning with manual techniques such as tattoos, through to more recent automatic identification (auto-ID) techniques such as smart cards and biometrics. The findings indicate that identification techniques born for one purpose have gradually found their way into alternate applications, and in some instances have been misused altogether. There is also strong evidence to suggest that governments are moving away from localized identification schemes to more global systems based on universal lifetime identifiers. 
In addition, auto-ID techniques are not only pervasive but are increasingly becoming invasive. The significance of this paper is in its capacity to draw examples from history and to emphasize the types of issues that should be carefully deliberated in the introduction of any new national ID-based scheme. These schemes need forward planning and safeguards beyond those currently provided.
Defining identification
Identification is defined as "the act of identifying, the state of being identified [or] something that identifies one" [1] . The verb identify is linked to the noun identity, such as in the case of the term identity card which can be used to identify someone belonging to a particular group. Founded in Europe the word identity became noticeable in the English-speaking world around 1915 through Freud. The preferred definition for identity within the context of this paper is the "condition, character, or distinguishing features of person or things effective as a means of identification" [1].
Early identification techniques
Before the introduction of computer technology the various means of external identification were greatly limited. The most commonly used method was relying on one's memory to identify the distinguishing features and characteristics of other humans, such as their outward appearance or the sound of their voice. However, relying solely on one's memory had many pitfalls and thus other methods of identification were introduced. These included marks, stamps, brands, cuts or imprints engraved directly onto the skin, which were to be later collectively referred to as tattooing. A tattoo is defined as "...permanent marks or designs made on the body by the introduction of pigment through ruptures in the skin..." [2] Tattooing is considered by some to be the human's first form of expression in written form. "All the nomadic peoples try to distinguish themselves from the rest, to make themselves unique and also to establish a means of recognizing their kinsmen in the various clans. In order to achieve this, they resort to the resource which is the most accessible and the most lasting: their skin. This decorated skin defines the boundary against the hostility of the outside world, for it is visible to everyone and it accompanies the individual everywhere" [3] .
Historical records date the first tattoo about 2000BC to Ancient Egypt, though there is evidence to suggest that tattooing was introduced by the Egyptians as early as 4000BC [4] . Tattoos on humans were considered both disapprovingly, and in some instances which were not lacking, quite acceptable. In the Old Testament in the Book of Leviticus 19:28, God commands Moses: "You shall not make any cuttings in your flesh on account of the dead or tattoo any marks upon you". Similarly in the New Testament in the Book of Revelation 13:16-17, there is the infamous passage about the beast who forces everyone "…both small and great, rich and poor, free and slave, to receive a mark on their right hand or on their foreheads, and that no one may buy or sell except one who has the mark…" [5] In classical literature however, tattooing served to identify the bearer's rank, status or membership in a group or profession.
The historian, Herodotus (c. 484 BC -c. 425 BC) writes concerning the Thracians, "[t]hey consider branding a mark of high birth, the lack of it a mark of low birth" [6] .
The mark was usually visible for others to recognize.
The misuse of manual identification techniques
Branding as a method of identification (especially of minority groups) continued throughout history. As far back as antiquity tattooing was generally held in disrepute,
he ancient Greeks branded their slaves (doulos) with a delta, and the Romans stamped the foreheads of gladiators, convicted criminals sentenced to the arena, for easy identification" [4] . According to Paoli, "…the Romans fastened to the necks of slaves who were liable to run away an iron collar with a disc (bulla) firmly attached to it bearing the owner's name and address" [7] . Even until 1852, the French penal system would identify thieves by "...a V tattooed on the right shoulder, and galley slaves by the three letters GAL" [3] . United States convicts and British Army deserters were similarly treated.
In recent times however, society has become intolerant of tattooing as a means of enforced segregation where the act is committed without the permission of the bearer, with dubious intent. Nazi dictator Adolf Hitler in his planned genocide of the Jewish people during World War II (1939) (1940) (1941) (1942) (1943) (1944) (1945) enforced various methods of identification to separate them from the rest of the population. There is even evidence to suggest that punch cards originally intended to help in the tabulation of census data, were used instead to help segregate the Jewish people from the rest of the German and Polish populations [8] . On September of 1941, an order was issued that all Jews were to wear a Star of David badge [9] . Those who did not comply with such orders were sent to Nazi extermination camps immediately where they were "...branded like animals.
A registration number, corresponding to the camp, was stamped on the left forearm.
This was preceded with a "D" if the person was Jewish..." [3] In the Drowned and the [10] .
In this case both the character and the number were used for identification. The dehumanized" [12] . Even until the fall of communism, the former Soviet Union used branding methods on exiled criminals and political prisoners in Siberia, for security purposes [13] .
Of course the wearing of a badge does not immediately imply misuse-it all depends on the context and who it is that has requested this manner of identification and for what purpose. For instance, European migrants in the early 1900s travelling by ship to New York City were given a badge to wear to make identification easier while going through immigration. The badge was either pinned on clothing or as in the majority of cases tied to a cotton necklace. After undergoing a medical examination certain letters would be recorded on the badge to identify the condition of the immigrant, especially if further screening was required. Those suspected of suffering from mental illness or other health concerns not acceptable to authorities were separated from larger groups and sent back to their homeland. There was simply no other manner in which hundreds of thousands of people could be processed efficiently in such a short period.
The badge also alleviated the requirement for the migrant to communicate with officials, especially because the majority did not know English and this would have been a cumbersome process.
One can see that the early identification techniques, while primitive in nature, could be hideously misused against minority groups in helpless situations. Plainly, when a technique becomes available it is applied wherever it is required, "without distinction of good or evil" by whomever has the capability and authority [14] . Ellul believed that the technique itself has an autonomous mandate, that "…once man has given technique its entry into society, there can be no curbing of its gathering influence, no possible way of forcing it to relinquish its power. Man can only witness and serve as the ironic beneficiary-victim of its power" [15] . That being true, advances in data collection techniques have even greater far-reaching effects. and it was these men, grouped in the five classes, that were the chief concern of the censors who had to register them in their tribes and assess their property in order to assign them to the correct classes for purposes of both taxation and military services.
The head of each family had to answer questions about the property and age of all its members…" [16] Consider also Luke 2:1-3: "And it came to pass in those days that a decree went out from Caesar Augustus that all the world should be registered. This census first took place while Quirinius was governing Syria. So all went to be registered, everyone to his own city."
Censors had to rely on manual identification techniques to ensure the accuracy of inventories. This was a very difficult and time-consuming task, especially since "…houses had no numbers, and many streets were nameless. The ancients had not discovered the countless practical advantages of numbers" [7] . An error made by the censor could impact the life of a citizen since "early inventories were made to control particular individuals-for example, to identify who should be taxed, inducted into military service, or forced to work" [17] . Over time however, newer more advanced techniques were developed which ultimately served to change the purpose of the population census. However, it should be noted, that "[s]trictly speaking, the modern population census began in the 17th century. Before then, inventories of people, taxpayers, or valuables were made; but the methods and purposes were different to modern ones" [17] . More automated means of identification and data collection made it possible for census surveys to be extended. For example, in the U.S. Census of 1890, part of the process of classifying and counting the data collected was automated. Herman Hollerith invented a method that allowed census takers to punch holes in predetermined locations to represent various characteristics. The holes were then processed by a machine. As elementary as this may seem, such advances led to subsequent breakthroughs in the field [18] . Of course, this does not mean that errors in the data collection of personal information are no longer incurred.
Record-keeping by the Church and State
The overall intent of a census was to determine the aggregate profile of people residing within a defined geographic region so that authorities could address their needs appropriately. "Census statistics are used as the basis for estimating the population at the national, state and local government levels, for electoral purposes and the distribution of government funds. They are used by individuals and organizations, in the public and private sectors, for planning, administration, research, and decision making" [19] . However with advances in social welfare, authorities required to know more specific details about their citizens and their individual circumstances. In establishing an official relationship with the citizen, identification and specialized record-keeping practices became important from the perspective of the state. A variety of paper-based documentation was instituted; in some cases special seals or ink-based stamps were used to indicate legality. Examples of official documentation included land title deeds, birth certificates and bank account records.
These were among the most common proofs of identity but this varied dependent on the state in question and period of history. The importance of the church in the evolution of record-keeping should also be highlighted. In many parts of the world the local church was a thorough documenter of events and very much an integral part of government until about the Middle Ages. The church and state had their own law and court systems and there were often issues over jurisdictional rights [20, 21] . The interaction of the church and state led to developments in the centralization of government and bureaucracy. With the centralization of power came a need for the centralization of citizen information which led to the creation of personal files.
Churches also provided proofs of identity, such as marriage and baptismal certificates.
Some churches even kept records of disputes or wrong-doings and how victims had been recompensed. Given that the size of towns was relatively small compared to today, names could be used to identify individuals. Given names and surnames were not always unique. In some instances the name was accompanied by the paternal lineage, or an address location, or by a nickname. However even address locations in ancient times were for the greater part difficult to precisely identify. In ancient Rome, roads were nameless "and were referred to simply by such expressions as 'The road to…'; a few of the more important had names" [7] . But the Industrial Revolution was set to change things dramatically, especially as mass production drew large groups of people (in most cases from surrounding towns) closer towards employment opportunities in factories. government was dealing with a large group of people (five million elderly people alone), each personal record attached to several applications (pension, medicare, family allowance etc.), and individuals were geographically dispersed. Since money and benefits were being distributed at a cost to taxpayers, the government was obligated to establish guidelines as to eligibility, proof of identity and citizenship to keep track of funds [26] .
5.1
The SSN gathers momentum -more than a number
As government policies became more sophisticated, administrators required a mechanism for the unique identification of individuals to improve the efficiency of operations. In 1938 the social security number (SSN) was introduced. The SSN was phased in to reduce the incidence of duplicate records, allow for more accurate updates and ensure that entitlements were received by the bona fide. With the introduction of the SSN came the social security card. Each card contained the nine digit SSN and the cardholder's name. The card (with the printed number on it) was useful in that cardholders could carry it with them and quote it freely when requested to fill out government forms. It meant that citizens did not have to memorize the number or risk referencing it incorrectly. The card also acted as a proof of identity.
This deterred many people from making fraudulent claims, yet the quality of the paper card was poor and susceptible to damage. Thus the need for cards to be made out of more durable material ensued. Cards made out of cardboard were initially introduced, Thus the ID number itself, had two important uses when the computer age arrived.
First it could be used as a primary key for storing personal information in databases.
Second it could be linked with any identification technique for authentication or verification. It was the ID itself that was fundamental to these applications whether in the form of a unique number, character set, symbol or image. The ID device accompanying the ID was more a facilitator. What should be observed is that even without advanced hardware equipment and automatic identification techniques, the underlying information systems concept had been born. 725 field offices and citizen transactions were communicated to headquarters via dedicated circuits where it was received on magnetic tape ready for input into the SSA computer [28] . Initially, the types of analysis that could be performed on records were limited [29] . By 1977 however, the government had not only computerized its paper records but had even developed computer matching applications. The Public Law 95-216 "mandated that state welfare agencies use stage wage information in determining eligibility for Aid to Families with Dependent Children (ADFC). Subsequent legislation also required similar wage matching for the Food stamp program" [30] . By the early 1980s it was common for data matching programs to check personal records between social security, other federal agencies and the banking sector. In this manner the government could determine whether a citizen was receiving legitimate funds and contributing to the nations numerous taxes. Thus, the emergence of the microprocessor and the development of electronic storage devices enabled the invention of information technologies that could automate the process of identifying living and non-living things [31] . Historically auto-ID systems have been constrained by the capabilities of other technologies they have been dependent upon. Limitations in network infrastructure, central processing unit (CPU) speeds, electronic storage space, microchip miniaturization, and application software and data collection devices are just some of the components that have impacted auto-ID.
Problems with some government citizen identifiers
The U.S. social security number ultimately became a multi-purpose identifier though originally it was only meant to be used for social security purposes. As paper records were transferred into a machine-readable format and simple searches performed it became apparent that there were duplicate SSNs. One must note that the SSN was created without the knowledge of how computer technology would revolutionize the government's processes. By the time computers and networks were introduced into the SSA's practices, the SSN was a legacy system that maintained numerous embedded problems. The main cause for concern arose because the identifier's composition was never well-defined; neither was it randomly or sequentially generated. The nine digit SSN was broken up into three sections: area number assigned to states on a population basis, group number (2 digits), and serial number assigned sequentially (4 digits) which was controlled by the first six letters of the person's surname [23] . When the regional-based ID numbers were pooled together to form a central population register (CPR) the IDs were found not to be unique. As
Hibbert critically points out, "[m]any people assume that Social Security numbers are unique, but the SSA didn't take sufficient precautions to ensure that it would be so" [27] . In addition to this, the SSA itself was forced to admit that more than four million people had two or more SSNs [32] . This immediately posed a problem for both authorities and citizens. The computer system could not handle cases adequately whereby there were more than 999 persons with a surname beginning with the exact same 6 letters living in the same area (as defined by the SSA). While this may sound impossible to achieve some names are very common and a lot of surnames are shorter than 6 characters in length. In other cases the problems that some citizens have endured after their SSN has been stolen, have been well-documented and receive plenty of attention from popular media. Today, however, aggregated census data is being sold as a commodity to help private organizations perform more precise "target marketing". Perhaps it is not too long before our "private" IDs also undergo a similar transformation-"DNA for sale, anyone?" "[w]hen we travel, our train has a number, as do the carriages, the compartments, the seats, the ticket-collector, the ticket and the note with which we buy our ticket. When we reach the station we take a taxi which is numbered and driven by a driver similarly numbered; on arrival at our hotel we become a number ourselves. Our profession, age, date of arrival and departure are all reckoned in numbers. When we have booked a room, we become a number, 42 perhaps, and if we are so unfortunate as to forget our number we seem to have forgotten ourselves. If we mistake it, we run the risk of being taken for a thief, or worse. The number is on the disc hanging from the key in our room; it is above the letter rack in the hall; every morning we find it chalked on the soles of our shoes, and we continually see it on the door of our room, and, finally, we find it on the bill. We grow so used to our number that it becomes part of us; if we have a parcel sent to the hotel, we give the number 42; however important we may be, to the porter and the chambermaid we are simply No. 42" [7] .
Everything is indeed numbered. Even we ourselves are numbered. And as Paoli continues, this great ease in identifying everything is supposedly "a result of our position as modern civilized men" [7] . These ubiquitous ID numbers (which include addresses) follow us everywhere, and not unexpectedly as Paoli also reckons, have almost become a part of our personalities. On extending this notion Paoli reminds us that even if one finds themselves homeless, without an income, without any hope for the future, they still have their ID number. In a similar light what should be underscored is the increasing requirement today towards obligatory practices to do business with one's ID number(s). Whether making a transaction over the counter, through the mail, or on the telephone, service providers have become more interested in our customer reference number than our name. One is led to a justifiable conclusion of whether in amongst all these manufactured numbers we are little by little, losing our natural right to be called by our given name, and hence allowing for the defeat of our identity.
Conclusion
Tracing the path from manual identification through to automatic identification some conclusions may be drawn. First, the practice of identification has been sourced to very ancient times. Second, throughout history manual ID of humans was not always a voluntary modus operandi, especially in the enforced tattooing of individuals by some extreme groups. Third, the identification processes and procedures that were developed before automation were replicated after automation and dramatically enhanced because computer technology allowed for more powerful processing of information. Legacy systems however did impact automation. Fourth, the success of auto-ID was dependent on the rise of information technology. In many ways auto-ID was limited by a variety of hardware and software system components. As soon as these became feasible options for service providers, both in affordability and usability, auto-ID flourished. Fifth, the widespread adoption and acceptance of auto-ID by citizens is indicated in that people carry so many different ID devices for different applications. And finally, and most importantly, national ID schemes are becoming increasingly pervasive, complemented by highly invasive technologies.
Governments need to be forward-thinking when they introduce new schemes and/or new devices, or extend existing schemes to new application areas, particularly of a commercial nature such as banking. No one can predict the future but one thing is certain, if a technology (high-tech or other) is open to misuse, it will eventually be abused.
